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@ Speaker

PDP4E

L Engineering background

L Work related to C-ITS
U FP6 SEVECOM (2006-2008)

= EDPS opinion on eCall
= Specification of pseudonym mechanism
U FP7 PRECIOSA (2008-2010)
= Privacy-by-design for ITS
U FP7 Preserve (2011-2015)
= Field operational test
O SystemX ISE (2014-2017) and SystemX SCA (2018-2020)

= Cybersecurity and misbehaviour detection

o o o
AR IR
Sq t’ 1
INSTITUT DE RECHERCHE
TECHNOLOGIQUE

O Consulting PFA
= DPIA CAM message system
= |SO 21434 Automotive cybersecurity engineeing

O Work related to privacy
O FP7 PRIPARE (2013-2015)

_ DPRIPARE

= Liaison with ISO/IEC JTC1/SC27/WG5
= Member of OASIS
L H2020 PDP4E (2018-2020) - MDE
= C-ITS use case
= Smart grid big data use case

O Active participation in privacy standards
O 1SO 31000 — Privacy by design
O 1SO/IEC 20547-4 — Big data
O ISO/IEC 27030 - loT
O ISO/IEC 27550 — Engineering
0 I1SO/IEC 27556 — Preference management
L ISO/IEC 27570 — Smart cities

L 1SO study on impact of Al on privacy

O Participation possible through the PRIPARE liaison
= Antonio.kung@trialog.com

7 June 2019 Management of privacy in cooperative ITS Slide 3



P

SRaaasanay

DP4

Main page
Recent changes
Wiki help

w Organisation
Contacts

w Standardisation
CEN-CENELEC-ETSI
IEEE
IETF
150
ITu
OASIS
Openld
Wac
National Level

1

Tools

‘What links here
Related changes
Upload file
Special pages
Printable version
Permanent link
Page Information

7 Ju

c o

IPEN Member (ip

& https://ipen.trialog.com/wiki/Wiki_for_Privacy_Standards

Page Discussion

Wiki for Privacy Standards and Privacy Projects

(Redirected from Wiki for Privacy Standards)

Contents [hida]
1 Objective of this Wiki
2 Content
3 Membership
4 More on IPEN - Internet Privacy Engineering Network
5 Sponsors and Support

Objective of this Wiki e

The objective of this Wiki is to be a tool allowing stakeholders interested in privacy engineering and standardisation to find resources and to identify and seek |

Content (ed

Privacy standards Privacy engineering projects Reports, Events, Presentations
+ CEN-CENELEC-ETSI# » APP Pets (ULD project) + DPIA and PIA guidelines &2
» |ETF Activities & = AN.ON-Next (ULD project)
» |IEEE standards® = CREDENTIAL (EC project complated)?
« ISO/IEC# » DNT Guide
« ITU standards & « PARIS (EC project completed)
« OASIS &
« OpenlD Foundation &7
* W3C Activities &

+ National Level Standard§
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Contents [hide]

1 Introduction
2 Some conventions on ISO standards
3 Meetings
4 Standards and Projects
4.1 19608 TS Guidance for developing security and privacy functional requirements based on 15408
4.2 20547 IS Big data reference architecture - Part 4 - Security and privacy
4.3 20889 IS Privacy enhancing de-identification techniques
4.4 27018 IS Code of practice for protection of Pll in public clouds acting as PlI processors
.5 27030 IS Security and Privacy for the Internet of Things
27045 1S Big Data Security and Privacy - Processes
27550 TR Privacy engineering for system lifecycle processes
7551 IS Requirements for attribute-based unlinkable entity authentication
-9 27552 IS Extension to ISO/IEC 27001 privacy management - Requirements
4.10 27555 IS Establishing a Pl delection concept in organisations
4.11 27556 IS User-centric framework for the handling of personally identifiable information (PIl) based on privacy preferences
4.12 27570 TS Privacy Guidelines for Smart Cities
4.13 29100 IS Privacy framework
4.14 29101 IS Privacy architecture framework
4.15 29134 IS Guidelines for Privacy impact assessment
4.16 29151 IS Code of Practice for Pll Protection (also a ITU document - ITU-T X.1058)
4.17 29184 IS Online privacy notices and consent
4.18 29190 IS Privacy capability assessment model
4.19 29191 IS Requirements for partially anonymous, partially unlinkable authentication
4.20 31700 IS Consumer Protection - Privacy-by-design fo consumer goods and services
5 On-going Study Periods
5.1 Privacy consideration in practical workflows (Started in April 2018)
5.2 Additional Privacy-Enhancing Data De-identification standards (Started in April 2018)
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Methods and Tools for GDPR Compliance through

PDP4E Privacy and Data

Protection 4 Engineering

Privacy from a Policy Maker
Viewpoint

Example of smart cities
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@ They Deal with Complex Ecosystems
PDP4c

Smart " Policy
Cities el P makers
Big Smart Q i
data grid i Business
VZA
Transport cBrlmc;TIr: Al
Ecosystems v Stakeholders
Auto-
& | RanE,
) Domains systems Concerns %
82 Technologies ¢
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@ They Manage Privacy for these
PDP4E Ecosystems

Municipality <:> Requests Citizen

stakeholder

Give consent

@ PIA Data Controller
Agreements Agree SIVEY

For data Obligations
Contracts exchange Data processor

Apply

Requirements
Purpose unknown

PIA and PbD
I Purpose known
Integrator

Supplier
PP Apply

7 June 2019 Management of privacy in cooperative ITS Slide 7




@ Including a Supply Chain Vision

PDP4E

‘ Smart City Officer |

Privacy impact assessment 1 Privacy impact assessment 2
Operator Operator
%?J% Smart City %’@@ Smart City
Application 1 Application 2

Integrator - purpose known

Supply Chain

Supplier = Purpose unknown

Sensor Device Smart Cloud Electronics Security oS Middleware

oz R e =
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Including a Sharing Chain Vision

Smart City Officer
Data collecting Data Data analytics
© O Data sharing transformation Data sharing
b
. (G agreement = agreement
Sharing Chain
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Several Types of Concerns

Stakeholder

Legal
Compliance
Concern

Management
Concern

System
Lifecycle
Concern

Demand side

Supply side

Policy maker a

Compliance Check / Follow standards

Transparency
Operator _
Data y Regulation Privacy
8. i Impact Assessment : :
Controller e.g. GPDR in P Privacy-by-Design
Europe, Privacy act PIA PbD
Operator in Japan
Data Sharing Agreement
processor

Supplier g

Operators Requirements

7 June 2019
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@ Ecosystem Management of Privacy

PDP4ce

JFive processes
(JGovernance

JRisk management
(1Data exchange
JEngineering
ICitizen engagement

7 June 2019

Ecosystem
Governance body

Organisation 1

Organisation N

Management of privacy in cooperative ITS

Organisation N
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Methods and Tools for GDPR Compliance through

PDP4E Privacy and Data

Protection 4 Engineering

Overview of Work on
Standardisation

Several Viewpoints
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S

PDP4E

Security

27001 Information security management systems — Requirements

Requirement

27009 Sector-specific application of 27001 — Requirements

29100 Privacy framework

Privacy
{ 27552 Extension to 27001 and 27002 for privacy management — Requirements and
guidelines (PIMS)
Security 27005 Information security risk management
Risk analysis :
Privacy 29134 Privacy impact assessment - Guidelines
Lifecycle Security 27101 Guidelines for cybersecurity framework
engineering : _ . .
Privacy 27550 Privacy engineering
Security 27002 Code of practice for information security controls
Control design
29151 Code of practice for personally identifiable information protection
Privacy —I:

20889 Privacy enhancing data de-identification techniques




@ Ecosystem Viewpoint

Ecosystem guidelines

General Privacy Standards
Privacy framework 29100
Privacy impact assessment 29134
Privacy engineering 27550
Code of practice 29151

Privacy Information management systems 27552

OASIS-PMRM

Big Data

Reference architecture 20547-4

loT
Guidelines 27030

Smart Cities
Guidelines 27570

7 June 2019

Consumer stakeholder
Privacy-by-design 31700
Privacy preferences 27556
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@ Trends in Standards: Ecosystem

PDP4& Guidance

ISO/IEC 17789 Cloud computing roles ISO/IEC 30141 IoT roles

N\ (" Systems, Devices & Networks h

(" cloud service \ Cloud Service Customer (CSC)

. <CSC:><CSC:><CSC: ><CSC
Cloud service Cloud service Business Cloud service
user g 8
Cloud service /
developer
Cloud Service Provider (CSP)

&
CSP: CSP:
Cloud Ioud servlce Cloud service ) ( Cloud service Cloud servnce
auditor
manager manager manager
3 CSP:

Cloud service Cusxomer Inter-cloud Cloud servnc Network

broker support & care provider security & risk prowder
. ) Kepresen(anv manager

¥

ISO/IEC 20547-3 Big data roles

( Big data service partner (BDSP)
u uuu “ a.m Ilgda
mu rator
S
ez B,

~
Big data application provider (BDAP) \

~

: Bigdata Bigdata Bigdata
:all al«uon preparation aMMAu
ta provider
provider

Big data
consumer

= E)

(8DC)

\ J

Big data framework provider (BDFP)

~

Bigdata Bigdata Bigdata
pvocesw‘ pum-m infra: mxun
(snww (nm rn (sow)

N

J

b

ISO/IEC 23751 Data sharing agreement ISO/IEC 27030 Security and privacy

ISO/IEC 20547-4 Big data security and privacy

guidelines for loT

Big data service partner

Clou rvic stomer . . .
oud service custome lot user Big data application provider
Ecosystem
Cloud service partner . y loT service developer Ecqsystem Big data provider Ecosystem
guidance guidance guidance
Cloud service provider loT service provider Big data consumer
ey
Big data framework provider
Slide 15
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Methods and Tools for GDPR Compliance through

PDP4E Privacy and Data

Protection 4 Engineering

ISO/IEC 27550

Privacy Engineering for system
lifecycle process

7 June 2019 Management of privacy in cooperative ITS Slide 16



PDP4

4 Privacy enNgin@ering .......ciiiiceiiiiiccerircces s rr s s rs s sr s s s s s s e nm s s e e mm s srnmnsssernnnmnns

4.1 System and software engineering .....cc.ccvveceeirececsrrrcmssrr s s e e e emaes o ey T ——
4.2 Relationship with security engineering .......cccccccce e rrccen s e i Defl nitions

4.3 Relationship with risk management ...

5 Integration of privacy engineering in ISO/IEC/IEEE 15288 ........c.coeiiiminiiimmmeiininnennnnee -

5.1 Covered ISO/IEC/IEEE 15288 ProCesSSes ....uuciiieceirirrcnssrrremsmssssrsmmssssrsmssssennnnss

5.2 Acquisition and SUPPIY ProCeSSES ......iiiiciiririccr e errms s e e e e remmnanes

5.3 Human resources management ProCess .......cucumnmnmsmsssssnssnssnssnns, |ntegration with

5.4 Knowledge management ProCess ..........ccooiimmremmsssnnninnnssemssssmsssssnsenns

5.5 Risk management ProCess .........coooiiiicrcrire e ncee e e e e e e e e e e Sta nda r‘d “fecycle

5.6 Stakeholder needs and requirements definition process...................

5.7 System requirements definition Process ........ccccciivsisniciinirenssenn s processes

5.8 Architecture definition Process ... viiicccc i e e

5.9 Design definition ProCess ... iiiciiiiriccrcs e err s s s r s s s e e mn s e e nmn s s e e memm s i oe

Annex A Additional guidance for privacy engineering objectives .......cc.c.cceeeuunes . . .

A1 NIST Privacy engineering objeCtiVes.......coveremreerimssessmssessesesesssnsssssnsanss ObJECtIVES / Protection goals
A.2 ULD Privacy protection goals .........ccccoiiiieiiimicecirineccss s s srs s e scs s ersmss s s siies

Annex B Additional guidance for privacy engineering practice..........cccoomiieccciiivnrennsecccnnnnns Ecosyste ms /

B.1 Applicability to domains and supply chain ...t . .

B.2  Applicability to SOftWare enVIrONMENLES.......c.cccvueeerieeeeirrseessssiesesssessesessessssessessssssesssssssensssiise. Agl le programming
ANNEX C CatalOQUES .....o.uiiiiceiiiricice s rrim s rrr s s s sms s rr e s rrsma s srnmssssserenmssssrnmnssssrnmssssssmmnnsssrnnmnssssrnmnsnsnnnnnsob s

CcA Pl ProcessiNg FiSKS. ... iiicecirir s rr e ssss s s s rr s e s s s e s s e s mn s e e mm s s rnmn s srnmnmnsssennmsnnees

C.2 Privacy threats. ... s rrr s s rr s sre s s r e e s s mn s e mmn e e e mm s e rnmnmn s s nnnns

C.3  RiSKS tO INAIVIAUALS ...e.cereeereeresereeeeeessessessessrssessessessessesssssesssessesssssssssssessessessessseanes Catalogs

c4 Examples of privacy CONrolS ........coeeuiiiiiiiiiiiiii s e e

C.5 Privacy management SeIrVIiCeS ... .o iiiieceiiesrrncas s rrmm s srsms s rsernmssssesmmssssrsmsssssrnmnmssssenmnssssrncsin

C.6 Mitigation strategies and Privacy MeEASUIES .......cccvcccerrrecrrirrrmesrersms s s rrnm s s rsmsmsssssrsmssssernmssssesnnns 339

Annex D Examples of risk models and methodologies .........ccoimiiiiiiinniccc e, .

DA NIST privacy risk analysis.......ccouemiiiiiiiiii e et Exa m ple Of rlSk methOdS
D.2 CNIL privacy risK @analysis ... oo e e s s E R



Privacy Engineering: Integrating privacy

PDP4& concerns
Privacy Privacy
Ve f ation eljease
/ \ PrlvacyI ‘
N .
Privacy , l nnnnnnnnn \
mplementation = = Pri
tenan rivacy
| ‘| nfrastructu r(’ l
Privac .
y Privacy
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@ Beyond CIA

PDP4c

JConfidentiality M4 e
dintegrity ‘ ’
JAvailabilit \ V¥,

/ Integrity < v : - Intervenability
dUnlinkability l ‘
dintervenability - N bty
ATransparency

From ULD: ieee-security.org/TC/SPW2015/IWPE/2.pdf
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S

PDP4E

Privacy Impact Assessment (PIA)

Risk sources

Focus on privacy

Personal data
processing

Consequences

Focus on PIA

Impact on

citizen’s privacy

Threats and
vulnerability of
system

Focus on security

7 June 2019

Impact on

organisation

Focus of business
impact assessment

Management of privacy in cooperative ITS

Measures

Organisational
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@ From security properties to security
PDP4c threats: STRIDE

Property Description Threat

The identity of users is established (or

Authentication you’re willing to accept anonymous users). SpOOﬁng

Data and system resources are only

Integrity changed in appropriate ways by Tampering
appropriate people.

Users can’t perform an action and later

Nonrepudiation deny performing it. REpUdiation
. - Data is only available to the people
Confidentiality intended to access it. |nformation disclosure

I Systems are ready when needed and . .
Availability verform acceptably. Denial 0of Service

Users are explicitly allowed or denied

Authorization access to resources. Elevat|0n of prIVIIege
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@ From privacy properties to privacy threats:
LINDDUN

PDP4c https://distrinet.cs.kuleuven.be/software/linddun/catalog.php
Type Property Description Threat
. - Hiding the link between two or more actions, identities,
Unlinkability and pieces of information. Linkabi“ty
: Hiding the link between an identity and an action or a o
Anonymity piece of information Identlﬁab'hty
Hard privacy Pl ible deniabilit Ability to deny having performed an action that other N -
ausIble deniability parties can neither confirm nor contradict on-repudiation
Undetectability and Hiding the user’s actvities Detectability

unobservability

. . . Hiding the data
Security Confidentiality content or controlled release of data content Dlsclosure of information
Content awareness User’s consciousness regarding his own data U nawareness

Soft Privacy Data controller to inform the data subject about the

, system’s privacy policy, or allow the data subject to N on compliance
compliance specify consents in compliance with legislation

Policy and consent

7 June 2019 Management of privacy in cooperative ITS Slide 22



@ Privacy-by-design

PDP4c
Risk Management Process
PIA PIA
Iteration Iteration
Design :
Privacy Privacy Privacy Architecture
Principles Requirements controls PETs

Privacy-by-design Lifecycle Process
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Design Strategy (J.H.Hoepman)

https://www.enisa.europa.eu/publications/privacy-and-data-protection-by-design/at_download/fullReport

Design strategy Description Privacy control examples
Minimize Limit as much as possible the processing of PII Selection before collection, Anonymization
Separate Distribute or isolate personal data as much as Logical or physical separation, Peer-to-peer arrangement,
Dat P possible, to prevent correlation Endpoint processing
ata — . . . Aggregation over time (used in smart grids), Dynamic
. d Limit as much as possible the detail in which _ ) _ _ _
oriente Abstract _ i ) i location granularity (used in location based services), k-
. personal data is processed, while still being useful .
strategies anonymity
Encryption, Mixing, Perturbation (e.g. differential privacy,
Hide Prevent Pll to become public or known. statistical disclosure control), Unlinking (e.g. through
pseudonymisation), Attribute based credentials
Privacy icons, Layered privacy policies, Data breach
Inform Inform PII principals about the processing of PlI n l , U > VL
notification
Control Provide PII principals control about the processing o dashboard. C ¢ (includi thd )
rivacy dashboard, Consent (including withdrawa
Process of their PII. ! °
i . .. . ; Sticky policies and privacy rights management, Privac
oriented Commit to PIl processing in a privacy friendly way, VL . i g . .y
. Enforce ) management system, Commitment of resources, Assignment
strategies and enforce this I
of responsibilities
Demonstrate that Pll is processed in a privacy Logging and auditing, Privacy impact assessment, Design
Demonstrate . . :
friendly way. decisions documentation
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Methods and Tools for GDPR Compliance through

PDP4E Privacy and Data

Protection 4 Engineering

Privacy management in C-
ITS
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@ C-ITS Environment

PDPA4c Position of vehicle

Movement of vehicle (speed, acceleration, steering angle, ...)

Static information about the vehicle: type and size

Pseudonym

Road side ITS station Recent Path (limited to the last 30 seconds at maximum)

Sending vehicle ITS station

Receiving vehicle ITS station
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@ C-ITS Environment
PDPA4ce

Pseudonymization authority

_—
"-—1—-‘ :

~—

—

Road side ITS station

Confidentiality

_\ £
Integrity ‘ Intervenability
¥ -

g Y

Transparency Availability

Sending vehicle ITS station

Receiving vehicle ITS station
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Generic Viewpoint of Ecosystem

Road side application
operator
(Safety, Traffic)

Road side unit
ITS station operator

On board application
operator
Safety

Vehicle
ITS station operator

7 June 2019

Pseudonym issuer

Management of privacy in cooperative ITS
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2%
A C-ITS management requirements
PDP4c

Chain Requirements
Enforcing privacy compliance in the organisational chains
Governance . :
|Identifying and enrolling all data controllers and processors
. Ensuring that suppliers have a minimum level of competence
Supply chain 5 PP P

concerning privacy and privacy-by-design

Ensuring that members of the chain meet their obligations
Stay within purpose

Data shari - i ' '
At Shafns 1 form governing body when data is transmitted to third party

chain Ensuring that organizations inform the governing body when they

discover a breach or a threat that may lead to a breach
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S

PDP4E

Road side application operator

Road side unit operator

Ecosystem

On board application operator

Vehicle ITS station operator

Pseudonym issuer

Risks

Outside purpose
*  Applications which are not in the
purpose

De-identification

. Compute trajectory

. Identify driving behaviour
. Identify driving offence

Re-identification scheme

Pseudonym unlinkability degradation
New guessing approaches
*  Minority of vehicles use PKI B

De-identification
. Reveal vehicle id and allocated
pseudonyms

Measures

C-ITS station update

Segregation of duties
* Registering a vehicle
* Supplying pseudonym to vehicle

Breach management

Breach management

Breach management

Continuous improvement

Continuous improvement

Continuous improvement




S

PDP4E

Governance for privacy?

(JWhich stakeholder

(1Data protection authority (At european level, at national level)
JMinistry of transport
(JAssociation

JPKI issuer?

Road side application
operator
(Safety, Traffic)

On board application
operator
Safety

7 June 2019

Road side unit
ITS tion operator

Vehicle
ITS station operator

Pseudonym issuer

Management of privacy in cooperative ITS
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S

PDP4E

Risk management for privacy?

JAccess to common risk data base

Ensuring that operators have the same assessment
dinteroperability and consistency of risk management

dlssue how do operators trust each other?

Road side application
operator
(Safety, Traffic)

On board application
operator
Safety

7 June 2019

Road side unit
ITS tion operator

Vehicle
ITS station operator

Pseudonym issuer

Management of privacy in cooperative ITS
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@ Engineering for privacy?

PDP4E

_1Same solutions?

Road side application
operator
(Safety, Traffic)

On board application
operator
Safety

7 June 2019

Sharing design, privacy specific components

JAlliance or observation to select

Road side unit
ITS tion operator

Vehicle
ITS station operator

Pseudonym issuer

Management of privacy in cooperative ITS
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@ Data sharing agreements for privacy?

PDP4E

Road side application
operator
(Safety, Traffic)

On board application
operator
Safety

7 June 2019

JdUsing the same template?
Tracking the list of stakeholders?

Road side unit
ITS tion operator

Vehicle
ITS station operator

Pseudonym issuer

Management of privacy in cooperative ITS
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@ Citizen engagement for privacy?
PDPA4c

dSame transparency / intervenability requirements?

Confidentiality Unlinkability

\/7

Integrity Intervenability

Road side application
operator
(Safety, Traffic)

Road side unit
ITS tion operator

4

Transparency Availability

On board application
operator
Safety

Vehicle

_ Pseudonym issuer
ITS station operator
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PDP4E

Question?

antonio.kung@trialog.com

www.trialog.com
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